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INTRODUCTION

All Grandstream products’ firmware are improved and updated on a regular basis. Latest firmware versions

are available in http://www.grandstream.com/support/firmware

Published firmware versions in Grandstream official website have passed QA tests and included new
enhancements implemented, reported issues fixes for better user experience; all changes are logged in

Release Notes documents.

Provided Firmware package is specific to a single product or product series, same as release notes
document. For example, Release_ GXP16xx_1.0.3.28.zip and Release_Note_GXP16xx_1.0.3.28.pdf are

specific to GXP16XX Small Business IP Phones series.

Grandstream recommends to read Release Notes document which may include special firmware upgrade

notices and always keep your devices up-to-date by upgrading their firmware versions regularly.

This document describes steps needed to upgrade Grandstream devices firmware version and covers

following scenarios:

e Scenario 1: Upgrade using Grandstream Public HTTP Server
e Scenario 2: Upgrade using local HTTP/HTTPS/TFTP Server

e Advanced options
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Scenario 1: Upgrade using Grandstream Public HTTP Server

Grandstream is hosting latest firmware files in a public HTTP server so customers can use it to directly
upgrade their Grandstream devices with latest firmware. The same server hosts also BETA firmware when
available.
Follow below steps to successfully upgrade your device:

1. Access web interface of your device and go to Upgrade and Provisioning settings page

2. Make sure to select “Always Check for New Firmware”.

3. Select Upgrade via HTTP.

4. Enter “firmware.grandstream.com” under Firmware Server Path.

5. Press Save and Apply button to apply the new settings.

6. Reboot the device and wait until the upgrade process is completed.
Notes:

e To upgrade using Grandstream HTTP server, the device needs to be connected to Internet.
e To upgrade to BETA firmware (if available), use “firmware.grandstream.com/BETA” in step 4.

Scenario 2: Upgrade using Local HTTP/ HTTPS/TFTP Server

Customers can use their own HTTP, HTTPS or TFTP server to upgrade Grandstream devices.

To achieve this, first download firmware files for the appropriate device model from
http://www.grandstream.com/support/firmware. Unzip downloaded package and put extracted files in the
root directory of your server.

Notes:
o Devices and your server needs to be in same LAN.
e If using remote server, make sure to open/redirect ports in your router, so devices can download
firmware files from it.

Reminder:
HTTP (TCP) default port is 80, HTTPS (TCP) default port is 443 and TFTP (UDP) default port is 69.

1. Local Upgrade via HTTP Server

Please refer to steps below for the local upgrade using HTTP File Server tool.
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A. Installing HTTP Server and Uploading Firmware File(s)
Please refer to following steps in order to download / install the HTTP server and upload the firmware:
1. Launch the install of the tool once it’s fully downloaded from the following link:

“ http://www.rejetto.com/hfs/download ”
2. Click on Run to launch the HTTP server.

Open File - Security Warning | P |

The publisher could not be verified. Are you sure you want to run this
software?

. 1 Name: CA\Users\User\Downloads\hfs (1).exe
l— Publisher  Unknown Publisher

Type: Application

From: CA\Users\User\Downloads\hfs (1).exe

Il Run ] [ Cancel

|| Always ask before opening this file

I, This file does nothave a valid digital signature that verifies its publisher.
@ You should only run software from publishers you trust How can|
decide what software to run?

Figure 1: Starting the HTTP server
3. Start the HFS server, browse to locate and select the required firmware files from your local
directories under Menu options -> Add files.

8 HFS ~ HTTP File Server 23g Build 295 e (5]

E Menu| © Port:80 | 82 You are in Easy mode |

@ Self Test 685101/ 1 Copy to clipboard
Show bandwidth graph
Other options
Upload
Start/Exit
Log
Limits
Tray icons
IP address
Updates

¥ Donate!

Add files...

Add folder from disk..
_/ Load file system...  Ctrl+O
ki Save file system..  Ctrl+S
X Clear file system

Help 4

Web links 4
_ Uninstall HFS I File Status Speed Timel.. Progress
4/ About..

€ Switch OFF F4
Exit

System Log

ry v vrwvrvrvvrew

QOut: 0.0 KB/s In: 0.0 KB/s

Figure 2: Selecting the firmware file to upload on the HTTP server

4. Choose from your local directory where the firmware files are downloaded and click Open to upload
the file(s) to your HTTP server.
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[ HFs ~ HTTP File Server 23h Build296
& Menu |  Port: 80 | 82 You are in Easy mode |
@ Open in browser http://192.168.5.117/ {1 Copy to clipboard
Virtual File System Log
0/
£ Open ‘7%7‘
Lookin: | Firmware Upgrade > @@y
= Name - Date modified
~p gxp2170fw.bin 5/4/2016 11:19 PM
Recent Places
Desktop
=
Libraries
Computer
> i »
Network
Fil name. S |
Files oftype: -] [ cancel |
1 IP address 2 File Status Speed Timel... Progress

Out: 0.0KB/s In: 0.0 KB/s

Figure 3: Uploading the firmware file to the HTTP Server

5. Once uploaded to the HTTP server, the firmware file will be available, in our example, on the
following link: “192.168.5.101/gxp2170fw.bin“ as shown on the screenshot below (where
192.168.5.101 is the IP address of the computer running the local HTTP server).

£ HFS ~ HTTF File Server 2.3g Build 255 "
¥ Mena | T Port 80 | 82 You are in Easy mode
& Oven s v T T O]
Virtual File System | Log
i
1 gup I 08w bin

Figure 4: Firmware server path hosting the firmware file

B. Configuring Grandstream devices for local HTTP upgrade

Please refer to following steps to configure Grandstream devices to upgrade the firmware:

1. Access the web GUI of your device and navigate to “Upgrade and Provisioning” settings.

2. Make sure to select “Always Check for New Firmware”.
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Select Upgrade via HTTP
Enter the path of your HTTP server containing the firmware file under Firmware Server Path.

Notes:
e In our example, we have configured the firmware server path as: “192.168.5.101"
e Make sure to not include leading http:// in HTTP Firmware server path.

Press Save and Apply at the bottom of the page to apply the new settings

Reboot the device and wait until the upgrade process is completed.

You can also verify the status of the upgrade progress on the HFS Server as displayed on the following
screenshots:

&% HFS ~ HTTP File Server 2.3g Build 29
& Menu ‘ % Port: 80 | & You are in Easy mode ‘
@ Openin browser http;//192.168.5.101/gxp2170fw.bin 1) Copy to clipboard

Virtual File System Log
@/ 3:54:44 PM [192.168.5 87]51608 Requested GEF
-1 gep2170fw.bin Phone IP Address Firmware File
I
I
W9 1P address O File Status Speed Timel.. Progress
| lé192‘158‘5.87:51505 gxp2170fw.bin 50,715,628 / 52,502,976 sent 11859... - 962 I

192.168.5.87:51641 idle 0 - -
| The progress bar show the upload progress

from the HTTP Server and the phone

|| Out: 118599 KB/s _In: 0.0 KB/s

HFS ~ HTTP File Server 2. Build 29! =
& Menu ‘ ¥ Port: 80 | €4 You are in Easy mode |
@ Open in browser 1) Already in clipboard
Virtual File System Log
@/ 3:53:50 PM 192.168.5.87:51608 Requested GET /gxp2170fw.bin
L[ gxp2170fw.bin 3:53:55 PM 192.168.5.87 51608 50.1 M @ 11.1 MBIs - /gxp217|

Once the phone finish uploading the firmware file from the HTTP
server, you will see Fully Downloaded as status on the FHS Server

< | 1 »

91 IP address O File Status Speed Timel.. Progress
192.168.5.87:51608 - idle 1 8093.2...

Out: 0.0 KB/s In: 0.0 KB/s

Figure 5: Status of firmware upgrade progress

2. Local Upgrade via HTTPS Server
Please refer to steps below for the local upgrade using HTTPS.

XAMPP with built in HTTPS server is available in this link (https://www.apachefriends.org/download.html)
and can be used.
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A. Installing HTTPS Server

1. Download appropriate version depending on your platform.

= c :}[hup:» www.apachefriends.org/download htre :]
# Applications ™M Inbox - ekhouac Bl general | Grands: [ Tickets | Grandst:  (® Grandstream Ne: 7§ Bugzilla Main P2 43 Login [ Index of /Dog

Apache Friends

Download

XANMPP s 2 eny 4 st Apache Gestribuion contanng MaraDB, PHP. and Pert Just

dommioad and star the nstates. It Bat easy Documentation/FAQs
There = no real manual o handbook
for XAMPP. We wrote the

(= XAMPP for Windows 5.5.35, 5.6.21 & 7.0.6) dhniabod a4 Voo of FAGE

Mave a burning question that's not

anmwered here? Try the Fonams o

Stack Overfon

Versign Checksum

mds  shat

md5 shat

cesmwproe  MES. mas shet [ENESIEEE) nawe
Add-ons and Themes

momm e e S i () 0/0)

Bonami provides a free 38-n-coe fool
A0 inatal Covnal Soymial \Sieriprace

2. Launch the install of the XAMPP server once it’s fully downloaded and follow the installation steps
by clicking on Next button.

| sewp 0 EEI)

Setup - XAMPP

lelcome to the etul lizard.
et s Welcome to XAMPP!

XAMPP is an easy to install Apache distribution
containing MySQL. PHP and Perl

Tnstalling
Unpacking files
—
Obitnami
XAMPP Installer
<pack | ] nex> | <gack | [ Next>

Figure 6: XAMPP Installation Steps

3. Launch the XAMPP server. Following interface will be available.

XAMPP Control Panel v3.2.2
Modules =
Service Module PID(s) Port(s) Actions M

@ shell

Apache [ st | aomn | [ conig |[ Logs ]

MySQL [ stan || aamn |[ conng |[ rogs | | [iExplorer
FileZilla [ st | amn |[ conig |[ Logs ] [ = Services I
Mercury [ st | aamn | [ config |[ Logs ]
Tomcat [ stan || aamn |[ cong ][ Logs |

Figure 7: XAMPP Control Panel
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B. Uploading firmware file(s) to XAMPP HTTPS Server

1. Start Apache module in order to use the HTTPS server.

XAMPP Control Panel v3.2.2
Modules 2
Service Module PID(s) Port(s) Actions

5220

Apache e 80, 443 Stop_J [ Admin | [ Config || Logs

MysaL stat || Admin | [ Config || Logs

Mercury Start ] Admin [Conﬁg H Logs

[ )
[ J
FileZilla [ stat | agmn | [ conig |[ Logs | | =semices |
| J
[ J

Tomcat Start ] Admin [Conng ” Logs

10:56:26 AM [Apache] Attempting to start Apache app...
10:56:27 AWM [Apache] Status change detected: running

Figure 8: Apache Module Started

1. Access the XAMPP root directory on your computer and put the firmware files on the following
directory: “C:\xampp\htdocs\xampp*

N L — T
@O; » Computer b Local Disk (C:) » xampp P htdocs » xampp v |+
. - T —————— ——— ———
File Edit View Tools Help
Organize v Include in library = Share with = Burn New folder
=
¢ Favorites Name Date modified Type Size
B Desktop .modell 2/18/2016 605 PM  MODELL File 1KB
/4 Downloads .modell-usb 2/18/2016 6:05 PM  MODELL-USB File 1KB
< Recent Places version 5/12/2016 403 PM  VERSION File 1KB
[ Creative Cloud Files gxp2170fw.bin 5/4/2016 11:19 PM  BIN File 51,893 KB
" Libraries

4%, Documents
- Music

A=, Pictures
!, Videos

& Computer
& Local Disk (C)
5+ Local Disk (D:)

Figure 9: XAMPP Directory

2. To list available firmware files on the root directory, access local link address
(https://127.0.0.1/xampp/) from computer running HTTPS server.
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« C' | & butps{/127.00.1/xampp/ |
ii* Applications | ™ Inbox - ekhouad: [l general | Grands: [ Tickets | Grandst @ Grang

Index of /xampp

Name Last modified Size Description

a Parent Directory -
ﬁ gxp2170fwbin 016-05-04 23:19 51M

Apache/2.4.17 (Win32) OpenSSL/1.0.2d PHF/5.5.35 Server ar 127.0.0.1 Port 443

Figure 10: Index of XAMPP Files

Note: XAMPP has a built-in SSL certificates for HTTPS access, if users need to change the certificates,
this can be done by copy/paste generated certificates on the following folder: “ C:\xampp\apache\conf “ .
This folder contains 3 sub directories (ssl.crt, ssl.csr, ssl.key) where to put SSL certificates.

C. Configuring Grandstream devices for a local HTTPS upgrade

Please refer to following steps to configure Grandstream devices to upgrade the firmware:

Access the web GUI of your device and navigate to “Upgrade and Provisioning” settings:
Make sure to select “Always Check for New Firmware”.
Select Upgrade via HTTPS.

Enter HTTPS server URL containing the firmware file in “Firmware Server Path” field.

A wDbd PR

Example: (x.x.x.x/xampp) where x.x.x.x is the IP address of computer running XAMPP.

o

Press “Save and Apply” at the bottom of the page to apply the new settings

Reboot the device and wait until firmware upgrade process is completed.

The following screenshot illustrates the steps mentioned above.

Upgrade and Provisioning
Veb Acc

n

)
o

Upgrade and -
Po ® Always Check for New Firmware

Provisionin Firmware Upgrade and
¢ F'ro-v'isioning g Check New Firmware Only When F/W pre/suffix Changes
Syslog Always Skip the Firmware Check
Language XML Cenfig File Password
TR-069

HTTP/HTTPS User Name

Security Settings =

HTTR/HTTPS Password

Security
A CA . Always Authentic ate Before
Trusted CA Certificates )
Challenge ' No (- Yes
Packet Capture .
Upgrade via TFTP O HTTH|® HTTPS
Firmware Server Path 192.168.5.117/xampp

Figure 11: Example of Configuring the Upgrade via HTTPS on GXP2170
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3. Local Upgrade via TFTP Server

To upgrade locally using TFTP protocol, users can download and install a free TFTP server as described
in below steps.

A. Installing the TFTP Server

A free windows version TFTP server is available for download from following link: http://tftpd32.jounin.net/

« c tftpd32 jounin.net Q%R =
i Applications ™ Inbox - ekhouad: [l general | Grande:  [) Tickets | Grandst @ Grandstream Ne: [ Bugailla Main Pa. % Login [ Index of /Docurr » [ Autres favoris|

- The industry standard
N], Testimonits TFTP server

Description /i depsae)

opemsource 19y . TFTP, OWS. SNTP
The TFTP chent and server are fully compatible with TFTP option support (tsize, blocksize and timeoct), which
security tuskes.

Static P adde

Thpd32 i aleo provided 24 2 Windows service

atine,

Download :

G0 10 the FOMUM : g (exerma k)

Figure 12: Downloading the TFTP server

1. Select which version is appropriate for your computer, and start downloading it.

] y’\ . The industry standard
Y" i TFTP server

VEersions (res/isut de page)

6 pay 2015

17 years s i

5ty 2015 Vast

28 Now 2013 viso

7 March 2011 a0

5 Sanasry 2011 iz

10 Nov 2010 e

40 200 wn g7 e (230 k0)
tadiz servics sdtion (imstalisr) (356 k8)

Figure 13: Selecting Install Version

2. Launch the TFTP server install and click on “next” buttons to continue the installation.
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e l-—
Tftpd64 Standalone Edition Install: Installation Op... =] i

Check the components you want to install and uncheck the components
you don't want to install. Click Next to continue.

Select the type of install: Installation Only -

Or, select the optional Tftpd64 Standalone Edition (required)
components you wish to install: Add Start Menu Shortcuts

Add desktop icon

[ Start Tftpde4

Space required: 700.0KB

Cancel | Mullsoft Install Systerm v2.46

< Back | Next = I

Figure 14: TFTP Server Installation

3. Once installed, the following interface will be displayed.

&y Tftpd64 by Ph. Jounin = Ea
Current Directory IC:\Program FilesTftpdB4 LI Browse |
Server interfaces |12?_g_g_1 Software ng;ﬂ Show Dir |
Thp Server |Tﬂp CIient' DHCP serverl Syslog serverl Log viewerl

peer | file | startti.. ‘ progr... | by‘tes| total|
t
i
H
B[« 1 | »
i About | Settings | Help |

Figure 15: TFTP Server Interface

B. Uploading the firmware file

1. Make sure that the TFTP services are selected and started under Settings -> Global and click
button OK to confirm your configuration.

Page | 13
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< Tftpd64: Settings - . - o
GLOBAL | TFTP | DHOP | SvSLOG
Stant Services
v TFTP Server
[~ TFTP Client
[~ SNTP server
[~ Syslog Server
[~ DHCP Server
[~ DNS Server
N L]
il
[~ Enahle IPv6
L L]
f ]
H []
i
N
. ]

I QK |I Default Help Cancel

Figure 16: Selecting TFTP Server Services

2. Browse to locate and select the required firmware from your local system.

Current Directony I LI I Brawse
Serverinterfaces |192 1685117 Realtek PCla Gj Shaw Dir
Thp Server |Lng vwewerl
' peer |ﬂ|e | startti. ‘ [rogr.. | bytes| (o(ﬂﬂ
<& Browse For Folder [ % ‘
|
i
|
1> & Computer =
3 @ Network
i | Applications M
| I> | CrazyHook143 L

1> | Documentation

Firmware Upgrade

I I Sunporf

Folder: Firmware Upgrade

| Make New Folder | [ o« || concel |

< | I | 3

f About | Setings | Help |

Figure 17: Selecting Local Directory containing Firmware File

3. Press Show Dir to see if the firmware file is uploaded on the TFTP server.
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Current Directory IC:\Users\User‘\Desktop\F\rmware UpgradLI Browse I
Senver interfaces |1921BE 5117 Fealtek FCle Gj I Show Dir i
|
Titp Server | Log viewerl
peer | file | startti... ‘ progr... | bylesl tutall il
|
[ %]

‘ZE‘ Tftpdb4: directory

| e 21 70w hin I
|

| Close

5/31/2016 53137856

Copy Explorer

n

About

Settings |

Help |

Figure 18: Firmware File Upload Verification
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4. Select the interface of the computer running the TFTP server on Server Interfaces.

Current Directary IC'\U5ers\User‘\Deskmp\F\rmware UpgradLI Browse
Serverinterfaces 1921685117 Realtek FCle Gj Show Dir
Th Server | Logvip 1270001 oftware Looohac)
| 1 192.166.5117 Fealtek PCle GEE—I:—
peer - == total | ti
1892.168.56.1 YirtualBox Host-On
<« I | b
About | Settings | Help |

Figure 19: TFTP Server Configuration

THE WORLD
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C. Configuring Grandstream devices for local TFTP upgrade
Now you need to configure your Grandstream devices for upgrading via your TFTP server, for this you
need to follow the steps below:

1- Access the web GUI of your device and navigate to “Upgrade and Provisioning” settings:

2- Make sure to select “Always Check for New Firmware”

3- Select Upgrade via TFTP

4- Enter the path of your TFTP server containing the firmware file under “Firmware Server Path”

5- Press “Save and Apply” at the bottom of the page to apply the new settings

6- Reboot the phone and until the upgrade process is completed.

ADVANCED OPTIONS

Automatic Upgrade
Automatic Upgrade allows to periodically check if a newer firmware is available to download and upgrade
the device. This option will help to keep the devices up-to-date.

Automatic Upgrade can be enabled from web configuration interface -> Upgrade and provisioning
settings.

* No

Automatic Upgrade Yes, check for upgrade every| 10081 minute(s)

Yes, check for upgrade every day
Yes, check for upgrade every week

Hour of the Day(0-23) 1

Day of the Week (0-6) 1

Figure 20: Example of Configuring Automatic Upgrade on GXP21xx

The automatic upgrade can be configured based on following options:
e Every interval in minute(s)
o Every day (“Hour of the Day” should be configured)
o Every week (“Hour of the Day” and “Day of the Week” should be configured, 0 is Sunday)

If the firmware is available, it will be downloaded and the device will be upgraded automatically.

Firmware File Prefix and Postfix

Firmware prefix and postfix are two options which can be configured by users to lock the firmware update,
then only the firmware with the matching prefix and postfix will be downloaded and flashed into phone.

Firmware file prefix and postfix can be configured from web GUI > Maintenance > Upgrade and
provisioning.

e Firmware Upgrade Guide

Page | 16



GRANDSTREAM

CONNECTING THE WORLD

Firmware File Prefix

Firmware File Postfix

Figure 21: Screenshot of Firmware file Prefix and Postfix fields

Use Case Example:

Using firmware prefix and postfix, users store different firmware versions in same folder and upgrade to
specific version.

o If Firmware File Prefix is set to 1.0.3.14 on GXP1600 series phone, for example, requested
firmware file will be 1.0.3.14gxp1600fw.bin

Firmware File Prefix 1.0.3.14

Firmware File Posifix

Figure 22: Configuring the Firmware File Prefix

o |If Firmware File Postfix is set to 1.0.2.22 on GXP1600 series phone, for example, requested
firmware file will be gxp1600fw.bin1.0.2.22

Firmware File Prefix

Firmware File Posifix 1.0.2.22

Figure 23: Configuring the Firmware File Postfix

Search Firmwares yel
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Figure 24: Firmware Files with Prefix/Postfix Values

HTTP/HTTPS User Name and Password

HTTP/HTTPS User Name and Password need to be configured if HTTP/HTTPS server requires
authentication to access and download firmware files.

To begin firmware upgrade process, the phone sends an initial request to download firmware files from the
server, the request will be challenged by the server to provide valid credentials, the phone sends same
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request including configured HTTP/HTTPS User Name and Password, if accepted, firmware upgrade
process can start.

If Always Authenticate Before Challenge is set to “Yes”, the phone includes configured credentials in
initial request to download firmware files before being challenged by the server. The default setting is “No”.

HTTRP/HTTPS User Mame

HTTP/HTTPS Password

Always Authenticate Before

Challenge ® No ' Yes

Figure 25: Screenshot of HTTP / HTTPS Username and Password Fields
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